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A B S T R A C T 

The rapid advancement of digital technologies has accelerated the adoption 
of electronic certification systems in higher education institutions, including 
TOEFL certificate management. However, issues related to document 
authenticity, data security, and verification reliability remain significant 
challenges. This study aims to develop a secure web-based TOEFL 
electronic certificate (e-certificate) system that integrates QR code 
verification with cryptographic techniques, specifically the Advanced 
Encryption Standard (AES) and Secure Hash Algorithm 256 (SHA-256). The 
proposed system enables efficient certificate generation, storage, and 
validation while ensuring data integrity and protection against 
unauthorized access and forgery. QR codes are utilized to provide instant 
and user-friendly verification, linking each certificate to a secure database. 
AES encryption is applied to safeguard sensitive data, while SHA-256 
hashing ensures the integrity and authenticity of certificate information. 
The system is developed using a structured software development 
approach and evaluated through functional testing and user acceptance 
testing. The results indicate that the proposed system significantly enhances 
security, reliability, and efficiency compared to conventional certificate 
management methods. Furthermore, it provides a scalable and practical 
solution for academic institutions seeking to implement secure digital 
certification systems.  
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INTRODUCTION 

The rapid advancement of digital technology has significantly 
transformed various sectors, including education, administration, and 
certification systems. Higher education institutions are increasingly 
adopting digital solutions to improve efficiency, accessibility, and 
security in managing academic records. One notable transformation is the 
shift from conventional paper-based certificates to electronic certificates 
(e-certificates), particularly in standardized testing environments such as 
the Test of English as a Foreign Language (TOEFL). This transition is 
driven by the need for faster processing, easier distribution, and 
improved document management in a digital era (Hassanin et al., 2024). 

Despite these advantages, the implementation of e-certificate 
systems introduces several critical challenges, especially in terms of 
security, authenticity, and verification. Traditional certificate systems are 
vulnerable to forgery, duplication, and unauthorized modification, 
which can undermine the credibility of issuing institutions. In the context 
of TOEFL certification, where certificates are often used for academic 
admissions and professional requirements, ensuring authenticity and 
trustworthiness becomes paramount. Therefore, a secure and reliable 
system for managing and verifying electronic certificates is urgently 
needed (Dehimi & Tolba, 2024). 

Recent studies have highlighted the importance of integrating 
advanced security mechanisms into digital certification systems. 
Cryptographic techniques such as encryption and hashing have become 
essential tools for protecting sensitive information and maintaining data 
integrity. The Advanced Encryption Standard (AES) is widely recognized 
for its efficiency and robustness in securing data, while the Secure Hash 
Algorithm 256 (SHA-256) is commonly used to ensure data integrity and 
prevent tampering. These technologies provide a strong foundation for 
developing secure e-certificate systems that can resist various cyber 
threats (Zhao et al., 2024). In addition to cryptographic protection, 
verification mechanisms play a crucial role in ensuring the authenticity 
of digital certificates. One of the most effective and widely adopted 
methods is the use of Quick Response (QR) codes. QR codes enable fast 
and convenient verification by linking certificate data to a secure online 
database. Users can easily scan the code using mobile devices to access 
verification information, making the process efficient and user-friendly. 
This approach has been successfully implemented in various domains, 
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including digital identity systems and academic credential verification 
(Parcalabescu & Frank, 2023). 

However, existing implementations of QR code-based verification 
systems often lack comprehensive security integration. Many systems 
rely solely on QR codes without incorporating strong encryption and 
hashing mechanisms, leaving them susceptible to manipulation and 
unauthorized access. Furthermore, some systems do not provide real-
time validation or fail to ensure the integrity of stored data, resulting in 
potential security vulnerabilities. These limitations highlight the need for 
a more robust and integrated approach that combines verification 
mechanisms with advanced cryptographic techniques (Ghaleb et al., 
2023). Another challenge lies in the scalability and usability of e-certificate 
systems. As the number of users and certificates increases, the system 
must be able to handle large volumes of data without compromising 
performance. Additionally, the system should provide an intuitive 
interface for administrators and users, ensuring ease of use while 
maintaining high security standards. Web-based systems offer a 
promising solution to these challenges by providing centralized access, 
real-time updates, and platform-independent usability (Moorthy & 
Moon, 2025). 

From a methodological perspective, the development of a secure e-
certificate system requires a structured and systematic approach. 
Software development models such as the Rational Unified Process 
(RUP) or other iterative frameworks are commonly used to ensure that 
system requirements are clearly defined and implemented effectively. 
These approaches facilitate the design, development, testing, and 
deployment of robust systems that meet both functional and non-
functional requirements (Niu et al., 2021). In the context of Global Jakarta 
University, the current TOEFL certificate management system still faces 
several limitations, particularly in terms of manual verification and 
limited security features. The absence of an integrated digital verification 
system increases the risk of certificate forgery and delays in validation 
processes. Therefore, there is a pressing need to develop a web-based 
TOEFL e-certificate system that incorporates advanced security 
mechanisms and efficient verification methods. 

This study proposes the development of a secure web-based TOEFL 
e-certificate system that integrates QR code verification with AES 
encryption and SHA-256 hashing. The proposed system aims to enhance 
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the security, reliability, and efficiency of certificate management and 
verification processes. By combining these technologies, the system 
ensures that certificate data is protected from unauthorized access while 
maintaining its integrity and authenticity. The novelty of this research lies 
in the integration of multiple security layers within a single system 
framework. Unlike previous studies that focus on either verification or 
encryption, this study combines QR code-based verification with robust 
cryptographic techniques to provide a comprehensive security solution. 
Additionally, the system is designed to be scalable and user-friendly, 
making it suitable for implementation in higher education institutions. 

The objectives of this study are threefold. First, to design and 
develop a web-based TOEFL e-certificate system that supports secure 
certificate generation and management. Second, to implement QR code 
verification as a fast and reliable method for certificate validation. Third, 
to enhance data security and integrity using AES encryption and SHA-
256 hashing. Through these objectives, the study aims to address existing 
gaps in digital certificate systems and provide a practical solution for real-
world applications. The significance of this research extends beyond the 
academic domain. A secure and reliable e-certificate system can improve 
trust in digital credentials, reduce administrative workload, and enhance 
the overall efficiency of certification processes. Moreover, the integration 
of advanced security technologies contributes to the broader field of 
information systems by demonstrating the practical application of 
cryptography in real-world scenarios. 

In conclusion, the transition to digital certification systems presents 
both opportunities and challenges. While e-certificates offer numerous 
advantages in terms of efficiency and accessibility, ensuring their security 
and authenticity remains a critical concern. By integrating QR code 
verification with AES and SHA-256 security mechanisms, this study 
provides a comprehensive approach to addressing these challenges. The 
proposed system not only enhances the reliability of TOEFL certification 
at Global Jakarta University but also offers a scalable and secure solution 
that can be adopted by other institutions in the future. In the Industrial 
Revolution 4.0 era, information and communication technology as 
developed rapidly, encouraging significant changes in various aspects of 
life. Conventional methods are gradually being replaced by more efficient 
digital approaches, such as QR Code technology, which has been widely 
applied in various fields including education. At Jakarta Global 
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University, the certificate issuance process is still carried out manually, 
leading to inefficiencies, delays, and vulnerability to forgery. This 
research proposes the development of a web-based TOEFL electronic 
certificate system integrated into the CEdEC web application, equipped 
with QR Code verification, AES encryption for confidentiality, and SHA-
256 hashing for data integrity. 

 
 

METHOD 

This study adopts the Rapid Application Development (RAD) 
methodology to design and implement the proposed system. RAD is 
chosen due to its emphasis on rapid prototyping, iterative development, 
and active user involvement throughout the development lifecycle. This 
approach allows for faster system delivery while ensuring that the final 
product aligns with user requirements and expectations (Pressman & 
Maxim, 2021; Sommerville, 2022). The development process consists of 
four main stages: requirements planning, user design, construction, and 
implementation. Each stage plays a critical role in ensuring the successful 
development of the system and supports a structured yet flexible 
development cycle (Sommerville, 2022). 

In the requirements planning phase, the system requirements are 
identified through direct interaction with users, including observation 
and interviews with CEdEC staff. This stage focuses on analyzing existing 
problems in the certificate issuance process and defining system 
requirements that address these challenges. The analysis ensures that the 
developed system meets both functional and non-functional 
requirements. Two primary actors are identified in the system: the admin, 
who is responsible for managing certificate data, and the user, who is 
responsible for registration and certificate verification. User-centered 
requirement analysis is essential to ensure system usability and 
effectiveness in real-world applications (Hassanin et al., 2024). 

The user design phase involves close collaboration between 
developers and users to design the system. This stage includes the 
creation of system models and interface prototypes to visualize how the 
system will operate. Unified Modeling Language (UML) is used to 
represent system functionality and workflows through diagrams such as 
use case diagrams, activity diagrams, class diagrams, and sequence 
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diagrams. Additionally, prototype designs are developed using Axure 
RP software, allowing users to provide feedback and suggest 
improvements. This iterative process ensures that the system design 
aligns with user expectations and operational needs, which is a key 
principle in modern software engineering practices (Dehimi & Tolba, 
2024). During the construction phase, the system is developed based on 
the approved design. The implementation utilizes the Laravel framework 
as the core development platform, supported by PHP for server-side 
programming and MySQL for database management. Front-end 
components are developed using HTML and CSS, along with supporting 
libraries to enhance user interface and user experience. At this stage, the 
integration of QR Code generation, AES encryption, and SHA-256 
hashing is carried out to ensure system security and functionality. The 
use of cryptographic techniques such as AES and SHA-256 is widely 
recognized for enhancing data confidentiality and integrity in web-based 
systems (Zhao et al., 2024). 

Figure 1. Activity Diagram Generate and Verify Electronic Certificates 
with Security 
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Figure 2 shows the process flow for creating and verifying a digital 
certificate integrated with QR Code security. The process begins when a 
participant registers for the TOEFL. Once registration is complete, 
participant data is automatically stored in the system. The administrator 
is then responsible for managing the certificate data. The system then 
processes the stored data through two parallel security channels. First, 
the data is encrypted using the AES algorithm and stored, then used to 
generate a certificate and QR Code. This encrypted data can then be 
decrypted for verification purposes. Second, the data is converted into a 
hash value using the SHA-256 method, and the resulting hash is stored 
separately as a data integrity verification step. 
 
Algoritma kriptografi AES (Advanced Encryption Standart) 

The 128-bit AES encryption trial process was carried out with the 
plain text TOEFLJGUCEdECdpk and the cipher key 
KampusJGUCEdEC25. The plain text and cipher key were converted to 
hexadecimal form, then an XOR operation was performed in the initial 
round stage [3] like FIGURE 3.  

 

 
Figure 2. Key Generation Stage 

Next, the key generation was carried out for 10 rounds through four 
iterative steps (SubBytes, ShiftRow, MixColumn, AddRoundKey), 
resulting in a final output of 177675589BEA6945379358EB1B22E28E 
(hexadecimal). 
 
Algoritma kriptografi SHA-256 (Secure Hash Calculation) 

After obtaining the encryption key from the AES process, the next 
step is to generate a hash using the SHA-256 algorithm. For the message 
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"JGU", it is first converted to binary, padded with a '1' bit followed by '0' 
bits until the length meets the 448-bit requirement, and appended with 
its original length in 64-bit binary.  

The message is then divided into sixteen 32-bit words, and an initial 
hash value (H0–H7) is set according to SHA-256 standards. 
Using the defined message schedule and constants, the SHA-256 
computation is performed through iterative rounds of bitwise operations. 

 

𝑊! = #
𝑀!
(#)																																																																																				0 ≤ 𝑡 ≤ 15

𝜎%
{'()}(𝑊!+') +𝑊!+, + 𝜎-

{'()}(𝑊!+%() +𝑊!+%)			16 ≤ 𝑡 ≤ 63
  

 
Also prepare the SHA-256 coefficients specified in the SHA-2 

standard.   Now that everything needed for SHA-256 computation is 
ready, it's time to perform SHA-256 computation using the following 
formula: 

𝑇% = ℎ + ℎ +	 3 (𝑒) + 𝐶ℎ(𝑒, 𝑓, 𝑔)𝐾%
('()) +𝑊!
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𝑇% = 3 (𝑎) +𝑀𝑎𝑗(𝑎, 𝑏, 𝑐)
('())

-

 

ℎ = 𝑔 
𝑔 = 𝑓 
𝑓 = 𝑒 

𝑒 = 𝑑 + 𝑇% 
𝑑 = 𝑐 
𝑐 = 𝑏 
𝑏 = 𝑎 

𝑎 = 𝑇% + 𝑇' 
 

The final iteration result is added to the initial hash values, 
producing the 256-bit message digest:  

 
ba7816bf8f01cfea414140de5dae2223b00361a396177a9cb410ff61f200 

 
15ad. In this phase, after the design stage has been approved by the 

users, the author begins coding to transform the system design into a 
planned application, taking user feedback into account. At this stage, the 
developed system undergoes 13 test scenarios using the Black Box 
Testing method to reduce the risk of system defects before being used by 
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end users. The testing is conducted using the Equivalence Partitioning 
technique. 

 

RESULTS AND DISCUSSION 

The developed system includes several main features: TOEFL 
registration form, admin panel for managing test data, score input form, 
certificate generation, and QR Code verification page. The AES 
encryption successfully secured confidential participant data, and SHA-
256 hashing ensured the integrity of stored certificates. Black Box testing 
was carried out on 13 functional scenarios, all of which passed 
successfully (100% success rate), indicating the system's functionality and 
stability. QR Code verification allowed real-time validation of certificate 
authenticity by scanning the code and retrieving encrypted and hashed 
data for integrity checking.  

 
  

 

 

 

 

 

 

 

 

 

 

Figure 3. TOEFL Registration Form Page 

 



 Journal of Information Systems and Technology, 2 (1), 2026, pp. 58-73  | 67 

 

 
Figure 4 Enroll in The TOEFL Program 

 
One of the core features is the TOEFL registration form, as shown in 

Figure 4, which serves as the initial interface for users to enroll in the 
TOEFL program at Universitas Global Jakarta. This form is designed to 
collect personal data and registration details, such as full name, place and 
date of birth, student ID number, institution of origin, TOEFL batch 
selection, and uploading proof of payment in JPG/PNG format. Once all 
data is filled in, users can click the REGISTER button to process the 
registration and navigate to the successful registration page. 

 

Figure 5. TOEFL Participant List Page 

Figure 5. shows the implementation of the TOEFL participant data 
management feature, including the user interface and functional test 
results. This page displays the participant list and provides management 
features such as batch settings, score editing, and data deletion. Admins 
can view participant information, including name, student ID number, 
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institution, TOEFL batch, proof of payment, status, and action options, 
with confirmation via success notification. 

 

Figure 6. Email Receiving Page 

Figure 6. is a page for users who have received an email, along with 
its contents in the form of a certificate in PDF format. 

Figure 7. Certificate Verification Page 

Figure 7, the system successfully displays the certificate 
verification page that matches the stored data, including Certificate 
Number, Participant Name, Activity Name, Test Date, Validity 
Date, and score on the certificate preview. The following table 
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compares the original data with the data that has been encrypted 
with AES into the database: 

 
Tabel 1. Comparison Table of Original Data and Encrypted Data 

Data 
Categories Original Data Encrypted Data 

Name Vergil 

eyJpdiI6IjBsVlFjRGswcUZlS0YzbmJOK3lDa3c9P
SIsInZhbHVlIjoiYTlxdTZleGJYUm53Z0piVUVZ
RmlWdz09IiwibWFjIjoiM2FkNDYwNmY3M2U
wMzUxMGY4ZjBkYjhjMDM2YzVjZmYwNzgyY
mM0N2EyMjk4MWMyNDUxOTZkM2M5YmY
wNjRiNiIsInRhZyI6IiJ9 

Place of 
birth Kota Jakarta 

eyJpdiI6IlhLL2ZBejlRdjlscTljKzFibnJKVnc9PSIsI
nZhbHVlIjoiVkpDU1ZPY2dNdUw1R2dyakVCc
kc5dz09IiwibWFjIjoiODQ2MTdkN2NhMDQyNj
FjOTA2YTcyNjNkNDJmOGI4NTg2NDE5MzZjY
jcxYjQ0NTZjNDdiMTliYjNmZjVmMGZhNyIsIn
RhZyI6IiJ9 

Date of 
birth 

02/09/2002 

eyJpdiI6IkJiK2ViVXlNcGxMVXR3T3ZPWUV3a
Wc9PSIsInZhbHVlIjoiajVBcU1nd3hUUCs0TFJsc
E5sZGdBZz09IiwibWFjIjoiYzcwMGZmZDVjNjJi
ODMwMWFmZDU4MGUzOGUwYmJjMDFhN
TEwOWY2MTAzOWFlYjI3NDg4MzhjNjU1ZmR
lYTc0MiIsInRhZyI6IiJ9 

When a certificate is created or renewed, the system calculates a 
hash of the encrypted data and stores it in the database. For 
verification, the encrypted data and date are retrieved, recalculated 
in the same order, and compared to the stored 
hash.Thehashvalue;726278bef44516ab7bda7bdddfab4e9255140b2b1
6e7b6440d9cd54960e0c3ae is the result of the encrypted data in 
Table 1. 
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Next, the system decrypts data such as the participant's name for 
display and verifies its integrity by regenerating a hash from the 
encrypted data and comparing it to the stored hash. If the hashes 
match, the certificate is declared valid and its validity status is 
displayed to the user. Otherwise, a mismatch indicates that the 
certificate data has been modified since the original hash was 
generated, as shown in.  

After the QR code is scanned, the user is redirected to a URL, 
where the system extracts the UUID and retrieves the associated 
certificate data from the database, including the encrypted data and 
its hash value. If the UUID has been altered, the system displays the 
message shown. After the QR code is scanned, the user is redirected 
to a URL, where the system extracts the UUID and retrieves the 
associated certificate data from the database, including the 
encrypted data and its hash value. If the UUID has been altered, the 
system displays the message shown in Figure 9. This functionality, 
along with other system features, was evaluated through Black Box 
testing to ensure that each feature and display functioned as 
intended.  

Testing was conducted using a Black Box Testing approach, 
focusing on input and output functionality without examining the 
program's internal structure. Equivalence Partitioning techniques 
were used to classify data sets into valid and invalid input classes to 
ensure the system handled various types of input appropriately. 

 

𝑇𝑒𝑠𝑡	𝐶𝑎𝑠𝑒	𝑃𝑎𝑠𝑠 = A
𝑇𝑒𝑠𝑡	𝐶𝑎𝑠𝑒	𝑃𝑎𝑠𝑠𝑒𝑑
𝑇𝑜𝑡𝑎𝑙	𝑇𝑒𝑠𝑡	𝐶𝑎𝑠𝑒 D 𝑥	100% = 100% 

With the number of successful test cases being 13 out of a total 
of 13 scenarios, then: 

𝑇𝑒𝑠𝑡	𝐶𝑎𝑠𝑒	𝑃𝑎𝑠𝑠 = A
13
13D 𝑥	100% = 100% 

These results indicate that the web-based TOEFL electronic 
certificate system has met good functionality standards with a 
system success rate of 100%, indicating that the system is in a stable 
condition and ready for use by users. 
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CONCLUSION  
From the design and implementation of the TOEFL Electronic 

Certificate Creation Web Application with QR Code Technology for 
Verification, the developed system successfully provides the main 
features in the form of participant registration forms, score input by 
admins, digital certificate creation, automatic email sending, and 
certificate verification via QR Code. This system has integrated the AES-
256 algorithm to maintain the confidentiality of personal data and the 
SHA-256 algorithm to ensure data integrity. Testing using the Black Box 
method with the Equivalence Partitioning technique in 13 scenarios 
shows that all features function as designed with a 100% success rate. 
Direct validation by the CEdEC admin of Global University Jakarta as the 
end user also confirms that the system is easy to use, meets operational 
needs, and improves the efficiency and security of the certificate creation 
and verification process. 
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